Using port forwarding to allow limited access to
an internal server

This example illustrates how to use virtual IPs to configure port forwarding on a FortiGate
unit. In this example, TCP ports 80 (HTTP), 21 (FTP), and 22 (SSH) are opened, allowing
remote connections to communicate with a server behind the firewall.

Creating three virtual IPs
Adding the virtual IPs to a VIP group

Creating a security policy
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I. Creating three virtual IPs

Go to Policy & Objects > Objects >
Virtual IPs > Create New > Virtual
IP.

Enable Port Forwarding and add a
virtual IP for TCP port 80. Label this
VIP webserver-80.
While this example maps port
80 to port 80, any valid External
Service port can be mapped

to any listening port on the
destination computer.

Create a second virtual IP for TCP
port 22. Label this VIP webserver-ssh.

Create a third a virtual IP for TCP port
21. Label this VIP webserver-fip.

VIP Type (=) IPv4 VIP IPvE VIP NAT46 VIP NATE4 VIP
MName
webserver-80
Comments Write a comment... 04255
Interface wan2
Type Static NAT
|_| Source Address Filter
External IP Address/Range - |i
Mapped IP Address/Range 192.168.111.99 |- 192.168.111.99
# Port Forwarding
Protocol ® TCP () UDP () SCTP
External Service Port 80 - 80 .
Map to Port 80 J)- 80 2
VIP Type @ IPv4 VIP IPvE VIP NAT46 VIP NATE4 VIP
Name
webserver-ssh
Comments Write a comment... 07255
Interface Any
Type Static NAT
|| Source Address Filter
External IP Address/Range -
Mapped IP Address/Range 192.168.111.99 |- 192.168.111.99
& Port Forwarding
Protocol (=) TCP () UDP (L) SCTP
External Service Port 22 :- (22
Map to Port 22 == 122
VIP Type (=) IPv4 VIP IPvE VIP NAT46 VIP NATE4 VIP
Name
webserver-ftp
Comments Write a comment... 07255
Interface wan2
Type Static NAT

|_| Source Address Filter
External IP Address/Range
Mapped IP Address/Range
™ Port Forwarding
Protocol
External Service Port

Map to Port

192.168.111.99 |- 192.168.111.99

(® TCP () UDP (L) SCTP
21 - |21
21 U)- 21




2, Adding virtual IPs to a VIP group

Go to Policy & Objects > Objects >
Virtual IPs > Create New > Virtual
IP Group.

Create a VIP group. Under Members,
include all three virtual IPs previously
created.

3. Creating a security policy

Go to Policy & Objects > Policy

> IPv4 and create a security policy
allowing access to a server behind the
firewall.

Set Incoming Interface to your
Internet-facing interface, Outgoing
Interface to the interface connected
to the server, and Destination
address to the VIP group. Set Service
to allow HTTP, FTP, and SSH traffic.

Use the appropriate Security
Profiles to protect the servers.

Type
Name
Comments
Interface

Members

(=) IPv4 VIP Group IPv6 VIP Group

Webserver

NAT46 VIP Group

|Write a comment....

0/255

wan2
webserver-80
webserver-ftp

webserver-ssh

NATGE4 VIP Group

Incoming Interface
Source Address
Source User(s)
Source Device Type
Outgoing Interface
Destination Address
Schedule

Service

Action

wan

(=] all

Click to add...

Click to add...

internall
Webserver

[T always

7 HTTP

2 FTP

2 SSH

v ACCEPT

Firewall / Network Options

OFF | NAT

OFF _ Web Cache

o WAN Optimization

Security Profiles
@7 Antivirus
orF | Web Filter

ore | Application Control

o es
_orF _ Email Filter
_0FF _ DLP Sensor
_OFF_ VoIP
_ofF | ICAP

Proxy Options

SSL Inspection

default

default

default

default

default

default

default

default

default

default
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4, Results

To ensure that TCP port 80 is open,
connect to the web server on the
other side of the firewall.

C | Just another ... S ar

c I.com & | (B~ Google Q) 4 & »

HELLO WORLD!

@ JULY 4,2014 ®® 1COMMENT & EDIT

Welcome to WordPress. This is your first post. Edit or delete it, then
start blogging!

To ensure that TCP port 22 is open, @00 /3 tall — talesl@uisirn:~ — ssh — 73x8

connect to the SSH server on the I tal Lo@uitone |

other side of the firewall. % -MacBook-Pro:~ tall. ~ % ssh tale @c m. com
tals (Gl "7 .com's password:

Last login: Fri Jul 4 81:44:33 2814 from 192.168.111.1
[tall " @u n~l$ [|

To ensure that TCP port 21 is open, =
use an FTP client to connect to the
FTP server on the other side of the

»

firewall. | =[m| &) Lec... = |
MName MName
d| calibre-0.9.7.dmg [__lDesklep
] credit card test file.txt I:I Documents
| Credit_card_test.txt [ pownloads
y FortiExplorer_Onlinelnstaller_; |:| Music
[ PDF-Documents [ Pictures
|: Security document #1._pdf - r__lPuinc
 untitled text 2.txt [__|Templates
DVideos
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